The State of cybersecurity 2022
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Q1

Néoca aTtopa anmaoXOAEL N ETALPELX / OPYAVIOUOG TIOL EPYACECTE;

Answered: 237  Skipped: 0

2.95%

15.19%
33.76%
13.50%

® Ané1léwglo

Ané 11 £w¢ 50

10.13% 24.47%

@® Anéb 51 fwg 250

epyaldéuevoug epyalOUEVOLS epyalOuevoug
@® Ano 250 éwg 500 MNeploodtepoug and 500 ® AMo (NMapakaAw

epyagoéuevoug epyagouevoug ONUELWOTE)

Choices Response percent Response count

And 1 éwg 10 epyadduevoug 15.19% 36

Ané 11 éwg 50 epyadduevoug 13.50% 32

And 51 éwg 250 epyalduevoug 24.47% 58

And 250 €wg 500 epyadduevoug 10.13% 24

MNeplogdtepoug and 500 epyalduevous 33.76% 80

AANO (MAPOKAAW ONUELWOTE) 2.95% 7




Q2

Z€ TIOLOV EMAYYEAMATIKO KAGAHO avAKEL N eTALPEia gag / MOV EPyAleoTE.

Anudéolog Topéag /
Opyavioudg

Evépyelac

NavTiAla

TpaneQkég /
XPNUOTOOLKOVOULKAG

Software House /
Development

@® Exmnaibevon

KataoKevaoTikog

® Texvohoyia
MANPOYOPLKNAG

® Yyeia/dpovt{ba vyelog

@® Startup

Answered: 237  Skipped: 0
13.08% 17 79%
1.69%.
2.11%
1-27%‘7: ——3.80%
1.69%
8.02% | 71.17%
2.95%
—2.11%
10.55% ~ 1.69%
—2.53%
_23.63%

Eunéplo / Atavikr / e-
commerce

MeTtagopég / Logistics
TnAemkowwvieg
®Lhoeviag / Eotiaong /
dlaokédaong

AANO (MopakaAw
ONUELLOTE)



Choices Response percent Response count

Anpédolog Topéag / Opyaviapdg 17.72% 42
Eknai{devon 3.80% 9
Eundptlo / Aavikri / e-commerce 7.17% 17
EvépyeLag 2.95% 7
KataokevaoTikég 2.11% 5
MeTagopég / Logistics 1.69% 4
NavTiAla 2.53% 6
TexvoAoyia MANPOPOPLKAG 23.63% 56
TnAemkowwvieg 10.55% 25
TpanellkdG / XpNUOTOOLKOVOULKOG 8.02% 19
Yyelo/®povtida vyeiag 1.69% 4
®duhogeviag / Eotiaong / dlackédaong 1.27% 3
Software House / Development 2.11% 5
Startup 1.69% 4

AMO (MapaKOAW ONUELWOTE) 13.08% 31




Q3

Moiwa gival n emayyeARATIKA 0ag 18L6TNTAQ;

Answered: 237  Skipped: 0

16.88%

1.27%
/-
0.42%

17.30%——

® CEO o

@® IT Consultant/ Partner/
Reseller

@® IT Administrator

@® Sales/ Business
Development

Business Operations o

@ AMo (MapakaAw
ONMELOTE)

CCo

IT Security

Developer

Finance / Procurement

Student / Researcher

_422%
0.42%

- 13.08%

5.91%

CIso/Clo

IT Network

Analyst

HR

Avepyn / og



Choices

CEO

cco

CISsO/ Clo

IT Consultant / Partner / Reseller

IT Security

IT Network

IT Administrator

Developer

Analyst

Sales / Business Development

Finance / Procurement

HR

Business Operations

Student / Researcher

Avepyn / og

AANO (MAPAKAAW ONUELWOTE)

Response percent

4.22%

0.42%

13.08%

5.06%

16.03%

5.91%

17.30%

2.95%

2.95%

6.75%

0.42%

1.27%

2.53%

3.80%

0.42%

16.88%

Response count

10

31

12

38

14

41

16

40




Q4
Nwg peTtaBARONKe o mpoidToAoyIONOG acpdreiag IT (cyber-budget) Tng etaipeiag

0aG YLO TOUG TTPONYOUHEVOULG 12 HAVEG, BE BACEL TNV ELKOVA TIOL £XETE;
Answered: 237  Skipped: 0

29.96%

50.63%

©® SupplkvBNKE @® Napapével o (6log ® AuvEndnke

@ Aev éxw ekéva

Choices Response percent Response count
TUPPLKVWONKE 5.91% 14
Napapével o (dlog 29.96% 71
AvErBNKE 50.63% 120
Agv €xw elkéva 13.50% 32




Q5

AVTIHETWTILOE N £TAIPEiQ 0aG Kamola KuBepvo-aneldf | tapaBiaon ac@daisiag
OTOV KLUBEPVOXWEO | OTO HNYXAVOYPAPLKO TNG COCTNUA;

Answered: 237  Skipped: 0

5.49%

25.74%

22.78%

8.44%

37.55%
® NAI, xwpic ovvéneleg @ NAI, pe ouvéneleg @® OXl, ppovtileL n
eTalpela TNV ag@aAeLla
TWY CLOTNUATWY
@® OXI, 6sv étuye Agv yvwp(Cw
Choices Response percent Response count
NAI, xwplc ouvéneLeg 25.74% 61
NAI, pe ouvéneleg 8.44% 20
OXI, ppovT{leL n eTatpeia TNV AOPAAELA TWY CLOTNUATWY 37.55% 89
OXI, dev €Tuxe 22.78% 54
Agv ywwp(lw 5.49% 13




Q6

Zg mMOoo dlaoTnpa Oewpeite OTL N eTalpeia pmopei va eival full operational peta
amnoé pLa HEYAANG KAipakag Kupepvo-eniBeon;
Answered: 237  Skipped: 0

2.53%

9.70%

16.03%

® Awotepo and 3 pépeg ® AuwoTtepo and pa ® ANuwotepo amnd 1 priva
eBOoudda
@® 1 e 3pnveg Neploodtepo and 3 ® Asv yvwpllw
HNVEC
Choices Response percent Response count
Ayétepo and 3 pépeg 29.96% 71
Awydtepo and pla Bdopdda 25.74% 61
Aty6TtepO amd 1 priva 16.03% 38
1 pe 3 prjveg 9.70% 23
MNeploodTtepo and 3 prAveg 2.53% 6
Aev yvwplw 16.03% 38




Q7

Motol €ival oL KOPLOL TAPAYOVTEG TIOV EUTOSITOVY TNV EMIXEiPNON OaV va
OLKOSopuNOEL €va OAOKANPWHEVO TIAGVO KLBEPVO-ATPAAELAG; (2 ETMIAOYEG)

Answered: 237  Skipped: 0

100%
90%
80%
70%
60%
50%
40%
30% 35.02%
(o]
28.69% 29.11%
20% 22.78%
16.03%
o,
-
5.91%
oo, [ s01% |
® ‘EM\ewn o€ Baotkég @ EMewn eEelBikevpévou @® Yno-oteAéywon Tou
LTTOGOUEC - ouoTAUATA MPOCWTILKOV TUAMATOG MANPOQOPLKAG/
ao@aAelog pnxovoypdenong
@® EAAewn xpnuoTo- EANEWYn ekmnaibevong ® ‘EMewn aflémotwy
OLKOVOULKWVY TOpwV TOL MPOCWTILKOD ouvepyaTtwv/3rd party

cybersecurity providers

@® H Awiknon tng etaplag ® Ao (MapakaAw
Bev avTIHETWICEL TIG dLevkpvioTe)
KUBEPVO-ATEIAEG WG
ONUOVTIKA ATELAN



Choices

EAAEWYN o€ BAOLKEC LTTOBOUEC - CLOTAPATA ACPAAE{NC

EAMewn €E€l8LKELHIEVOL TTPOOWTILKOD

YMO-0TEAEXWON TOL TUAMATOG MANPOPOPLKAG/UNXAVOYPAPNaNG

EANEWYN XPNHATO-OLKOVOULKWV TTOPWY

EAewn eknaidevong Tou mpoowrmkol

EMewn agémotwy cuvepyatwv/3rd party cybersecurity providers

H Atoiknon tng etatplag 6ev avTHeETWNITEL TIC KUBEPVO-ATELAEC WG
ONUAVTIKA amnelii

AAAo (MapakaAw SlevkpvioTe)

Response percent

22.78%

28.69%

35.02%

29.11%

27.00%

10.97%

16.03%

5.91%

Response count

54

68

83

69

64

26

38

14




Q8

Mowa otddla Tov cybersecurity lifecycle KaAOTITEL ATMIOTEAECHATIKOTEPA TO TTAGVO
KUBEPVOAOTQPAAELAG TNG EMLXEIPNONG 0aG; (2 emIAOYEQ)
Answered: 237  Skipped: 0

100%

90%

80%

70%

60%

50%

45.15%

40%

30%

0, )
20% 21.10% 22.78%
10%

0%

@® Risk management @ Identification @® Protection (Mpoaotaocia

(Alayeiplon kwdOvoL) (Avayvwplon / Aldyvwaon £vavTL Klwdoivou)
KWwd0Ovou)

@® Monitoring & Detection Respond (Anékplon os ® Recovery (Avaktnon /
(NapakoAovBnon & eniBeon) Enavagopd petd and
Aviyvevan KwdHvov) eniOeon)

® Asv ywwpllw

Choices Response percent Response count
Risk management (Awayxeipion kwdovouv) 31.65% 75
Identification (Avayvwplon / Aldyvwon Kwdovov) 21.10% 50
Protection (MpooTtaoia évavtt Kwdovov) 45.15% 107
Monitoring & Detection (MapakoAovBnon & Avixvevon Kwdbvov) 44.30% 105
Respond (Anékplon oe eniBeon) 12.66% 30
Recovery (Avdktnon / Emavagopd Jetd and enibeon) 22.78% 54
Agv yvwplw 8.44% 20







Q9

Mool TOToL KIVEUVWVY anaoX0oAoUV MEPLOTOTEPO TNV AOPAAELA TNG EMLXEIPNONAG
gag;
(2 emiAoyég)

Answered: 237  Skipped: 0
100%

90%
80%
70%
60%
50%
40%
37.97%

30%

26.58%
20%
18.57%

10%

8.02% 8.44%

0%
@® Bring your own device @® Cloud-based attacks @® Compromised employee
(BYOD) system attacks credentials

@® Data Linkage Identity and access ® Network Cyber-attacks
management attacks

@® Supply-chain attacks @® Web-applications attacks @  Asv yvwpilw



Choices Response percent Response count

Bring your own device (BYOD) system attacks 22.36% 53
Cloud-based attacks 18.57% 44
Compromised employee credentials 26.58% 63
Data Linkage 24.47% 58
Identity and access management attacks 21.10% 50
Network Cyber-attacks 37.97% 90
Supply-chain attacks 8.02% 19
Web-applications attacks 18.57% 44

Aev ywvwplw 8.44% 20




Q10

Moleg anelAéG aOQPAAELOG OOAG AVNOULYXOVV MIEPLOTOTEPO T OXECN HE TNV
npc;‘o'rqo)ia TWV 8£bopéVvV Kal CLOTNHATWY TNG EMLXEiPNONG Oag; (2
EMIAOYEG

Answered: 237  Skipped: 0

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
_
0% —— ||
® KokdéBouAo Aoyloutko @® Business email @® Khomr MPOCWTMKWY
(Malware) compromise (BEC) / 6ebopévwy
social engineering
related threats (Phishing)
@® KokdéBouvAa web sites EowTteplkéc emBETeLg ® Mn eEovolodoTnuévog
(Insider attacks) XPrioTNG / MpovouLlakn
npéoBaon
@® Efayopd Aoyaplaouod ® Anenéc Adyw BYOD @ APl injection attacks
(Account takeover) (Bring Your Own Device)
@® Compromised / stolen @® Denial of services @® SQL injection
devices

Cross-site scripting @® Asv ywwpllw



Choices Response percent Response count

KakdéBouAo Aoyloutké (Malware) 46.84% 111

Business email compromise (BEC) / social engineering related

threats (Phishing) 38.40% 91
KAomr mpoowmnkwy dedouévwy 32.07% 76
KakdéBovAa web sites 8.44% 20
EowTteplkég embéoelg (Insider attacks) 10.55% 25
Mn €§ovalodotnuévog xprioTng / mpovoulakn npdoBaocn 16.46% 39
EEayopd Aoyaplaouol (Account takeover) 4.22% 10
AnelAég Adyw BYOD (Bring Your Own Device) 12.24% 29
API injection attacks 3.38% 8
Compromised / stolen devices 1.69% 4
Denial of services 10.13% 24
SQL injection 2.53% 6
Cross-site scripting 1.69% 4

Agv yvwpilw 4.64% 11




Q11

Mowa onpeia 10660V 0TO 6ikTLO / CLOTAMATA TNG EMLXEIPNONG 0aGC BewpeiTe MO
EVAAWTA; (2 eMLAOYEG)

Answered: 237  Skipped: 0
100%
90%
80%
70%
60%

50%

40%
38.40%

37.13%

30%

20%

30.80%
18.99%
10% 11.81%
8.44%
0% - 4.64%

® APIs @® Mobile devices @® Laptops

@ IoT devices Cloud systems ® Intranet server

@® Portable storage devices ® Web server @ Routers
(including USBs)

@® AAo (MopakaAw
ONMELOTE)



Choices Response percent Response count

APIs 11.81% 28
Mobile devices 37.13% 88
Laptops 38.40% 91
loT devices 13.08% 31
Cloud systems 17.30% 41
Intranet server 8.44% 20
Portable storage devices (including USBs) 30.80% 73
Web server 18.99% 45
Routers 4.64% 11

AANO (MaPAKAAW ONUELWOTE) 4.64% 11




Q12

Molo BswpeiTe MO ONUAVTLKO AGYO yLa TOV OTMOIO0 N EMLXEIPNON OAG OPEIAEL va
emevduoeL otn KuBepvoaopalelag; (2 emiAoyEg)

Answered: 237  Skipped: 0

100%
90%
80%
70%
o,
60% 60.76%
58.23%
50%
40%
30%
29.54% 29.54%
20%
10%
0%
® Awo@dAion Twv @® AmoTPOMI| OLKOVOULKIAG @® EmyelpnolaKr ouvéxela
bdebouévwy oe nepintwon {nulac og nepintwon o€ neplntwon eniBeoncg
eni{Beong eniBeong
@ Amnoguyr duoEAULONG TNG Avaykn cUUHOPPWONG OE @ AMo (MopakaAw
ETALPIKAG PAMNG O€ KOVOVLOTLKEG ONUELWOTE)
nepi(ntwon enibeong odnyleg/Compliance
Choices Response percent Response count
Alao@aAion Twv Sedopévwy og nepintwon eniBeang 58.23% 138
AnoTtporr olkovoulkr¢ Cnuiag oe nmepintwon eniBeong 29.54% 70
Emyelpnolakr ouvéxela o€ mepintwaon enibeong 60.76% 144
Anoguyr} duoeAULONG TNG ETALPLKAG PAUNG O€ MepinTwon eniBeong 29.54% 70
AvAyKNn CUUHOPEWONG OE KAVOVLOTLKEC 0dnylec/Compliance 16.03% 38
AMO (MapaKOAW ONUELWOTE) 0.42% 1




Q13

BAoE£L TNG EUMELPIAG TWV TEAEVUTAIWY PNVWVY, OE TIOLO TOUEa, Oa emeVdOaTE
TMEPLOCOTEPO WOTE VA EXETE HEYAADTEPN ACPAAELA WG TIPOG TO cyber
security; (2 emAoyég)

Answered: 237  Skipped: 0

100%
90%
80%
70%
60%
50%
40%
30% . 31.65%

24.89%

20% : 22.78%

10%

8.44%
0%

11.39% [ 12:24%
6.75%
|

® API Security & @® Cloud Security @® DLP (Data Loss

Management Prevention) Security
Solution

@® Email Security and Firewall & Network @® Identity & Access
Protection Protection management (IDaa$S)

@® IT security awareness @® Managed Security @ Privileged Access
training Services Management (PAM)

@® Web - Application @® - AMo (MopakaAw

Security ONMEWWOTE)



Choices

API Security & Management

Cloud Security

DLP (Data Loss Prevention) Security Solution

Email Security and Protection

Firewall & Network Protection

Identity & Access management (IDaaS)

IT security awareness training

Managed Security Services

Privileged Access Management (PAM)

Web - Application Security

¢ AAMO (MopaKOAW ONUELWOTE)

Response percent

8.44%

24.89%

22.78%

32.07%

25.32%

16.03%

31.65%

11.39%

12.24%

6.75%

1.69%

Response count

20

59

54

76

60

38

75

27

29

16




Q14

H emixeipnon oac epappodel KATOLO TIPOYPANHA EKTIAIBELONG TOL MPOCWTILKOD
ot Oépata cybersecurity awareness;

Answered: 237  Skipped: 0

14.35%

® Nat 6hot ot epyaldpuevol @ Nat 6Mot oL epyalduevol @® Nauuvmdpyet
eKMadeovTaL OE TOKTA ekmadebovTaL € TOKTA MEPLOTAOLAKN
XPOVIKA dlaotripaTta and XPOVIKA& SlaoTApaTa eknaibevon Twv
aveEdpTNTO POopéa E0WTEPLKA epyalouévwy
@® Oy, bev undpyet Agv yvwpiCw

npdypapua eknaibevong

Choices Response percent Response count

Nat Aot oL epyadduevol EKMALEEDOVTAL OE TAKTA XPOVIKA 14.35% 34
SlaoTripaTa and aveEdpTnTo Popéa '

Nat 6Aot ot epyagduevol eknatdedovtal o€ TAKTE XPOVIKA 33.76% 80
SLOOTAMOTA ECWTEPLKA '

Nat vndpyel meploTactakn eknaidevon Twv epyadopévwy 23.21% 55

Oy, 6ev vndpyxel npdypappa eknaibevong 22.36% 53

Agv yvwplw 6.33% 15




Q15

ZUMTTANPWOTE TA OTOLXEIX OUGC YIX Va UTEITE OTNV KARPWON Yla éva Swpo

(MPOALPETIKA)
Answered: 188  Skipped: 49

Field label

OVOUATEMWVLLO

TnAéowvo

Etatpela

E-mail

Response percent

98.40%

95.21%

84.57%

97.87%

Response count

185 Responses

179 Responses

159 Responses

184 Responses




