The State of cybersecurity 2023
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Q1
Néoca aTtopa anmaoXOAEL N ETALPELX / OPYAVIOUOG TIOL EPYACECTE;

Answered: 437  Skipped: 0

13.73%

30.43%

19.45%

9.84%

23.57%

® And1léwclo ® And 11 fwg 50 @® And 51 £wg 250
epyaldéuevoug epyalOUEVOLS epyalOuevoug
@® Ao 251 éwg 500 MNeploodtepoug and 500 ® AMo (NMapakaAw
epyagoéuevoug epyagouevoug ONUELWOTE)
Choices Response percent Response count
Ané 1 €wg 10 gpyalduevoug 13.73% 60
A6 11 €wg 50 epyaddpevous 19.45% 85
And 51 éwg 250 epyalduevoug 23.57% 103
And 251 €wg 500 epyadduevoug 9.84% 43
MNeplogdtepoug and 500 epyalduevous 30.43% 133
AANO (MAPOKAAW ONUELWOTE) 2.97% 13




Q2

Z€ TIOLOV EMAYYEAMATIKO KAGAHO avAKEL N eTALPEia gag / MOV EPyAleoTE.
Answered: 437  Skipped: 0

11.21%.

Anudéolog Topéag /
Opyavioudg

Evépyelac

NavTiAla

TpaneQkég /
XPNUOTOOLKOVOULKAG

Software House /
Development

Exkna{bevon

KataoKevaoTikog

TexvoAoyla
MANPOYOPLKNAG

Yyelo/®povtiba vyelag

AANO (MapaKaAw
ONUELOTE)

15.10%

- 32.49%%

Eunéplo / Atavikr / E-
commerce

MeTtagopég / Logistics

TnAemkowwvieg

®Lhoeviag / Eotiaong /
Alaokédaong



Choices

Anpédolog Topéag / Opyaviapdg

Exkna{bevon

Eundplo / Aavikri / E-commerce

EvépyeLag

KataoKevaotikég

MeTagopég / Logistics

NavTiAla

TexvoAoyia NMANPo@opLKrg

TnAemkowwvieg

TpanellkdG / XpNUOTOOLKOVOULKOG

Yyelo/®povtida vyeiag

®duhogeviag / Eotiaong / Alaokédaang

Software House / Development

AAO (MapaKAAW CNUELWOTE)

Response percent

15.10%

3.20%

5.26%

2.06%

1.60%

1.14%

4.58%

32.49%

7.09%

9.61%

2.29%

2.06%

2.29%

11.21%

Response count

66

14

23

20

142

31

42

10

10

49




Q3

Moiwa gival n emayyeARATIKA 0ag 18L6TNTAQ;
Answered: 437  Skipped: 0

0.46%. '9.84%
3.89%
3 66% —9.15%
2.75%,
1.37% —
10.98% —18.08%
1.83%,
1.60%
11.67% 6.64%
® CEO ® CCo ® CIso/cClo
@® IT Consultant / Partner / IT Security ® IT Network
Reseller
@® IT Administrator ® Developer © Analyst
@ Sales/Business @® Finance / Procurement ® HR
Development
Business Operations @® Student/ Researcher @® Avepyn/og

@ AMo (MapakaAw
ONMELOTE)



Choices

CEO

cco

CISsO/ Clo

IT Consultant / Partner / Reseller

IT Security

IT Network

IT Administrator

Developer

Analyst

Sales / Business Development

Finance / Procurement

HR

Business Operations

Student / Researcher

Avepyn / og

AANO (MAPAKAAW ONUELWOTE)

Response percent

3.43%

0.46%

9.84%

9.15%

18.08%

6.64%

11.67%

1.60%

1.83%

10.98%

1.37%

2.75%

3.66%

3.89%

0.46%

14.19%

Response count

15

43

40

79

29

51

48

12

16

17

62




Q4

NMwg peTaBARONKe o mpodTMOAOYLOHOG ao@aAelag IT (cyber-budget) Ttng eTapeiag
0aG YL TOUG MTPONYOUVHEVOULG 12 HAVEG;

Answered: 437  Skipped: 0

13.96%

56.75%

©® SupplkvWBNKE @® Napapével o (6log ® AuvEndnke

@ Aev ywwpllw

Choices Response percent Response count
TUPPLKVWONKE 2.52% 11
Napapével o (dlog 26.77% 117
AvErBNKE 56.75% 248
Aev yvwpilw 13.96% 61




Q5

AVTIHETWTILOE N £TAIPEiQ 0aG Kamola KuBepvo-aneldf | tapaBiaon ac@daisiag
OTOV KLUBEPVOXWEO | OTO HNYXAVOYPAPLKO TNG COCTNUA;

Answered: 437  Skipped: 0

13.04%

24.26% 6.41%

® NAI, xwplc ovvéneleg @ NAI, pe ouvéneleg @® OXl, ppovtileL n
eTalpela TNV ag@aAeLla
TWY CLOTNUATWY

@® OXl, 6ev £tuye Agv ywwpilw
Choices Response percent Response count
NAI, xwplc ouvéneLeg 21.97% 96
NAI, pe ouvéneleg 6.41% 28
OXI, ppovT{leL n eTatpeia TNV AOPAAELA TWY CLOTNUATWY 34.32% 150
OXI, dev €Tuxe 24.26% 106
Aev ywwplw 13.04% 57




Q6

Zg mMOoo dlaoTnpa Oewpeite OTL N eTalpeia pmopei va eival full operational peta

amnoé pLa HEYAANG KAipakag Kupepvo-eniBeon;
Answered: 437  Skipped: 0
13.96%

6.86%

8.01%

14.19%

27.69%

® Awotepo and 3 pépeg ® AuwoTtepo and pa ® ANuwotepo amnd 1 priva
eBOoudda

@® 1 e 3pnveg Neploodtepo and 3 ® Asv yvwpllw
HNveg

Choices Response percent Response count
AtyoTtepo and 3 PEPEG 29.29% 128
Awydtepo and pla Bdopdda 27.69% 121
Aty6TtepO amd 1 priva 14.19% 62
1 pe 3 prjveg 8.01% 35
MNeploodTtepo and 3 prAveg 6.86% 30
Aev yvwplw 13.96% 61




Q7

Mool mapdyovTeg eumodifouv TNV eMLYEIPNON 0AG VA OLKOGOMNAOEL éva
OAOKANPWHEVO TTAAVO KUBEPVO-ATPAAELAG; (2 eETLAOYEG)

Answered: 437  Skipped: 0
100%

90%
80%
70%
60%
50%
40%
30%

20%

18.99%
10%
0%

® ‘EAAewn o Baotkég
LTTOGOUEC - ouoTAUATA
aoQaAelog

@® EMewn eknaibevong
TOUL TMPOCWTILKOD

@® AAo (MopakaAw
dlevkpvioTe)

32.95%

EANEWYN €EELBLKELUEVOL
MPOCoWMLKOU A Kot
LTOOTEAEXWON TOU
TUAHATOG MANPOPOPLKAG/
Mnxavoypagenong

EANEWYN QELOTILOTWVY
ouvepyaTwv/3rd party
cybersecurity providers

14.42%
EAewn
XPNHATOOLKOVOULKWY

nopwv

H Awoiknon t™ng
etalpelog dev
avTIeETWNCEL TLIG
KUBEPVO-ATEIAEC WG
ONUAVTIKHA amneELAR



Choices Response percent Response count

EAAEWYN o€ BAOLKEC LTTOBOUEC - CLOTAPATA ACPAAE{NC 18.99% 83

EAeWn €€elBLkeLEVOL TTPOCWTILKOD 1 KL LTTOOTEAEXWON TOL

TUAMATOG TANPOPOPLKAG/UNXAVOYPEPNONG 43.71% 191
EAAEWYN XPNHATOOLKOVOULKWY TIOPpWY 32.95% 144
EAAeWn eknaidevong Tou MPoowrmkol 30.66% 134
EAMewn agémiotwy ovvepyatwv/3rd party cybersecurity providers 13.50% 59
H Awolknon tng etalpeiag 6ev avTiHeTWNICEL TIG KUBEPVO-ATIELAEG 14.42% 63

WC ONUOVTIKEA amELAf

AAMo (MapakaAw dievkpvioTe) 9.15% 40




Q8

Mool TOToL KIVEUVWVY anaoX0AoUV MEPLOTOTEPO TNV AOPAAELA TNG EMLXEIPNONAG
gag;
(2 emiAoyég)

Answered: 437  Skipped: 0

100%

90%

80%

70%

60%

50%

40%

30% 31.58%

20%

e ug0 16.02% 18.76%l18.54%

10%

0%

@® Web - API attacks @® Identity Governance @® Business email
compromise (BEC) /social
engineering-related
threats (Phishing)

@® Compromised employee Kak6BouAo AoyLloptkd @® 10T Security
credentials (Malware)

@® Compromised Endpoints @® Network Cyber-attacks @ Denial of services /
(Ransomware / Data Distributed Denial of
exfiltration) services

@® Supply-chain attacks @® Bring your own device ® Asv ywwpllw

(BYOD) system attacks



Choices Response percent Response count

Web - API attacks 16.48% 72

Identity Governance 4.58% 20

Business email compromise (BEC) /social engineering-related

threats (Phishing) 31.58% 138
Compromised employee credentials 16.02% 70
KakéBouAo Aoyloutké (Malware) 35.93% 157
10T Security 6.86% 30
Compromised Endpoints (Ransomware / Data exfiltration) 18.76% 82
Network Cyber-attacks 18.54% 81
Denial of services / Distributed Denial of services 10.07% 44
Supply-chain attacks 4.35% 19
Bring your own device (BYOD) system attacks 10.53% 46

Aev ywvwplw 8.92% 39




Q9

Mowa onpeia 10660V 0TO 6ikTLO / CLOTAMATA TNG EMLXEIPNONG 0aGC BewpeiTe MO
EVAAWTA; (2 eMLAOYEG)

Answered: 437  Skipped: 0
100%
90%
80%

70%

60%

56.06%

50%

40%

30%

29.06%
o)
20% 19.22% 20.82%
14.87%
0,
10% 12.36% 10.76%
0,
0% 3.89%

® APIs @® Mobile devices/Laptops @® IoT devices

® Cloud systems Intranet server @ Portable storage devices
(including USBs)

® Web server ® Routers @ AN (NapakaAw
ONUELWOTE)



Choices Response percent Response count

APIs 14.87% 65
Mobile devices/Laptops 56.06% 245
loT devices 12.36% 54
Cloud systems 19.22% 84
Intranet server 9.84% 43
Portable storage devices (including USBs) 29.06% 127
Web server 20.82% 91
Routers 10.76% a7

AANO (MAPAKAAW CNUELWOTE) 3.89% 17




Q10

MNa mowovg AGyouG o@eileL N eTLXEiPpNON oag va emevdooelL oto Cybersecurity;
(2 emiAoyég)
Answered: 437  Skipped: 0

100%
90%
80%
70%
60%
50% 52.86%
40%
30% 33.64%
25.40%
20%
10%
0% |
® Awo@dAon TwWv @® AmnoTtponr| OLKOVOULKIAG @® Emyelpnolokr cuvéxela
debopévwy oe neplntwon Cnuiog oe mepimtwon o€ nep{ntwon eniBeong
eni{Beong eniBeong
@® Anoguyr 6uoeruLoNg TNG Avdykn cupudpewaong oe @® AMo (NapakaAw
ETALPLKAG PAUNG o€ KOVOVLOTLKEG ONUELWOTE)
nep{ntwon eniBeong odnyieg/Compliance
Choices Response percent Response count
Aloo@dAion Twy Sedopévwy oe nepintwon enibeong 63.39% 277
AnoTtpornr olkovoulkig ¢nuiag og mepintwon enibeong 33.64% 147
Emyelpnolakr ouvéxela o€ mepintwaon enibeong 52.86% 231
Anoguyr] duoeAULoNG TNG £TALPLKAG PAKNG o€ mep{nmTwon eniBeong 25.40% 111
AvAyKn oLPPOPEWONG O KAVOVLOTIKEG 0dnyleg/Compliance 15.56% 68
AANO (MAPAKAAW CNUELWOTE) 1.37% 6




Ql1

Z& Tolo £ibog/Topéa Oa emeVOVATE YIa KAAVTEPN KAALYN CTOV TOMEQ TOL

Cybersecurity;

(2 eiAoyég)
Answered: 437  Skipped: 0
100%

20%

10%

0%

90%

80%

70%

60%

50%

40%

30%

API Security &
Management

DLP (Data Loss
Prevention) Security
Solution

Firewall & Network
Protection

Incident response

Managed Security
Services

Web - Application
Security

Cloud Security

Email Security and
Protection

Identity & Access
management (IDaaS)

Security Operation
Center (SOC)

Privileged Access
Management (PAM)

AANO (MopaKaAw
ONUELOTE)

Cyber security
awareness training

Endpoint Security

Identity Governance

Threat intelligence

Vulnerability
management



Choices Response percent Response count

API Security & Management 9.15% 40
Cloud Security 25.63% 112
Cyber security awareness training 24.03% 105
DLP (Data Loss Prevention) Security Solution 17.16% 75
Email Security and Protection 19.68% 86
Endpoint Security 18.54% 81
Firewall & Network Protection 21.05% 92
Identity & Access management (IDaaS) 5.03% 22
Identity Governance 3.43% 15
Incident response 4.35% 19
Security Operation Center (SOC) 16.02% 70
Threat intelligence 6.86% 30
Managed Security Services 4.81% 21
Privileged Access Management (PAM) 2.29% 10
Vulnerability management 7.55% 33
Web - Application Security 5.03% 22

AAO (MapakoAW ONUELWOTE) 0.92% 4




Q12

Mg molov TPOTOo eKMaALOEVEL N eTALPEia TO MPOoOoWTILKO ot Bépata Cybersecurity;
Answered: 437  Skipped: 0

0.46%»—777:57f
5.49%
10.53% _ 26.54%
12.59%——
34.32%
® Me evnuépwon yla To @® Me evowpdTwon Tng @® Me SoKWaOTIKE test ou
WG va avayvwpilouv cybersecurity gtAogogioag TOUC PEPVOLY O€ EMAQN
Mla eniBeon 0TNY KOLATOUPA TNG ME TNV QMELAR
etapelag
@® Me e6kd moyvibla mou Me workshops amné ® Aev yivetal kdnola
npoopoldouvy TNV €EWTEPLKODG eknai{devon
eunelpla €EELBIKELUEVOLC
OLVEPYATEG
® Asv yvwpilw ® AMo (MopakaAw
ONUELOTE)
Choices Response percent Response count
Me evnuépwan yla To WG va avayvwpilouvv pla eniBeon 26.54% 116
Me EVOWHATWON TNG cybersecurity @tAoco@{ag otnv KOLATOOPA TNG 34.329% 150
etaipelag
Me BOKLUOOTIKA test ov TouG PEPVouY oE eNa@r LE TNV AMELAR 12.59% 55
Me el61kd mayvidla mov npoopotdfouv tTnv eunetpia 2.52% 11
Me workshops and eEwTEPLKOVG EEELOLKEVIUEVOUG OLVEPYATEC 7.55% 33
Agv yivetat kdmola eknaidevon 10.53% 46
Agv ywwpilw 5.49% 24
AANO (MaPAKAAW ONUELWOTE) 0.46% 2







Q13

Moleg €ival oL HEYAADTEPEG TPOKANTELG AOQ@AAELAG TIOD AVTIHETWTIICETE OTO
cloud;
(ETAéETE OAa O0Q LOYVOLV)

Answered: 437  Skipped: 0

100%
90%
80%
70%
60%
50%
40%
30%
30.43%
20% 23.11%
17.62% 16.70%
10% 13.50%
7.32%

0% —
® HopatétnTta Kat @® O evtomopdg Kot n ® Aev ywwpCw av mAnpol
duayeiplon Twv QVTLHETWTILON TOULG KAVOVLONOUG

TEPLOVOLOKWY aToxEl{WwY MEPLOTATIKWY 0PaAE{ng OLUPOPPWONG
Hou oto cloud

@® H enévbuon oe H un €€ovolodotnuévng ® H avdktnon 6edouévwy
eknai{devon Tou xpAong tou cloud KOL N EMLYELPNOLOKA
TIPOOWTILKOV Kal O€ OLVEYELD

epyarela aog@aAeLlag

@® O eAAuig éAeyxog amd @® H buokoAia 600ov agopd @  Aev yvwpllw
TAEVPAC OV TWY oto configuration
Sladikaolwy ao@dieLog
Tov eQapudélovTal

@® AAo (MopakaAw
ONMELOTE)



Choices Response percent Response count

H opatdtnTta Kot dlayelplon Twy MEPLOLOLAKWY OTOLXE(WY OV 17.62% 77

O gvTOMONSG KOL N AVTILETWTILON MEPLOTATIKWY aoQaAelag oto

30.43% 133
cloud
Agv ywwp{lw av mAnpol Toug KaVovLoUoUG CUUUOPEWANG 9.61% 42
H anlsvﬁuor] ge eKnai{bevon TOL MPOOWTILKOV KAl O€ pyaAsia 16.70% 73
AoPEAELaG
H un e€ovalodotnuévng xpriong tov cloud 14.19% 62
H avaktnon dedopévwv Kal n EMXELPNOLAKE] CLVEXELX 23.11% 101
O eAAig g)\syxoq amnd MAELPAEG HOU TWY SLAdIKACLWY ACPAAELAG 14.42% 63
mou epapudéfovTal
H duokoAia 6oov agopd oto configuration 7.32% 32
Aev yvwplw 13.50% 59
AAO (MaPAKAAW ONUELWOTE) 0.92% 4

Q14

ZUMMANPWOTE TA OTOLXELX OUG YIX VA UTELTE OTNV KARPWON Yla éva Swpo
(MpoaipeTika)

Answered: 395  Skipped: 42

Field label Response percent Response count
OVOUATEMWVLHO 98.73% 390 Responses
TnAépwvo 91.14% 360 Responses
Etapela 80.51% 318 Responses

E-mail 97.47% 385 Responses




Q15
Anodéxopat Toug Opoug & MpPolMOBETELC Yo TN CLUUPETOX OTO HLaywvloud.

Answered: 434  Skipped: 3

100.00%

® VYes ® No
Choices Response percent Response count
Yes 100.00% 434

No 0.00% 0



https://zfrmz.eu/UQVR8p03bOYHEiUqaPIb
https://forms.zoho.eu/redcomm/form/Untitled2

